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Abstract – Distributed cyber-physical systems are emerging in many areas such as avionics, automotive, 
medical devices, robotics, etc. Developing reliable distributed cyber-physical systems is very hard due to 
the inherent complexity of distributed systems, including asynchronous communication, network delays, 
and skews of the local clocks. This talk presents effective methods to design and analyze reliable 
distributed cyber-physical systems, based on robust system designs, automatic formal analysis techniques, 
and model-based software engineering methods. First, the Multirate PALS architectural pattern reduces the 
system complexity of distributed cyber-physical systems. Instead of directly designing complex distributed 
systems, we create simple synchronous designs and then Multirate PALS produces correct-by-construction 
distributed system implementations. Second, rewriting-based model checking automatically analyzes 
synchronous models based on their formal semantics, and SMT-based methods precisely analyze both 
discrete and continuous behavior. Third, Synchronous AADL allows engineers to easily design and analyze 
distributed cyber-physical systems within the industrial modeling standard AADL. The tool automatically 
checks whether a given AADL design conforms to the Multirate PALS pattern, and provides a one-click 
interface to perform model checking of the system within the modeling tool. In this talk, I will illustrate 
such design and verification of Multirate Synchronous AADL models with avionics case studies. 
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